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Gro w in g  En fo rc e m e n t  & Gro w in g  Glo b a l 
Im p o rt a n c e

GDPR Fin e s Ac t ive  Re g u la t o rs

At th e  c u s p  o f a  s u rg e  in  d e m a n d  fo r p riva c y s o ftwa re  fo r SMEs  d u e  to  in c re a s e d  b re a c h e s , fin e s  a n d  
DSARs , 5 1% o f UK SMEs  h a d  b re a c h  in  20 22 

It’s  NOT a ll a b o u t fin e s  –  fo r B2B c o m p a n ie s  in  th e  SME s p a c e , yo u  n o w n e e d  to  d e m o n s tra te  c o m p lia n c e  
to  win  b u s in e s s



-  Ris k  b a s e d  a p p ro a c h
-  Pro h ib it e d  AI: So c ia l Cre d it  Sc o rin g , Pu rp o s e fu lly  Ma n ip u la t iv e  t e c h n iq u e s , Un t a rg e t e d  s c ra p in g  o f fa c ia l im a g e s .
-  Hig h  Ris k

• Critic a l in fra s tru c tu re s  ( e .g . tra n s p o rt) , 
• Sa fe ty c o m p o n e n ts  o f p ro d u c ts  ( e .g . AI a p p lic a tio n  in  ro b o t- a s s is te d  s u rg e ry) ;
• Em p lo ym e n t, wo rke rs  
• La w e n fo rc e m e n t 
• Ad m in is tra tio n  o f ju s tic e  
• ALL BIOMETIRC IDENTIFICATION

-  Ob lig a t io n s
• Ad e q u a te  ris k a s s e s s m e n t a n d  m itig a tio n  s ys te m s ;
• Hig h  q u a lity o f th e  d a ta s e ts  fe e d in g  th e  s ys te m  to  m in im is e  ris ks  a n d  d is c rim in a to ry o u tc o m e s ;
• Lo g g in g  o f a c tivity to  e n s u re  tra c e a b ility o f re s u lts ;
• Cle a r a n d  a d e q u a te  in fo rm a tio n  to  th e  u s e r;
• Ap p ro p ria te  h u m a n  o ve rs ig h t m e a s u re s  to  m in im is e  ris k;
• Hig h  le ve l o f ro b u s tn e s s , s e c u rity a n d  a c c u ra c y.

-  Fin e s
• Up  to  7% o f g lo b a l tu rn o ve r –  d e s ig n e d  to  wo rk h a n d  in  h a n d  with  th e  GDPR.

EU AI Ac t



NOYB Arg u m e n t –  

“Ch a tGPT ke e p s  h a llu c in a tin g  -  a n d  n o t e ve n  Op e n AI 
c a n  s to p  it . ”  -  n o yb .e u  

Co m p la in t  file d  –  NOYB is  n o w a s kin g  th e  Au s tria n  
d a ta  p ro te c tio n  a u th o rity (DSB)  to  in ve s tig a te  
Op e n AI’s  d a ta  p ro c e s s in g , a n d  th e  m e a s u re s  ta ke n  to  
e n s u re  th e  a c c u ra c y o f p e rs o n a l d a ta  p ro c e s s e d  in  
th e  c o n te xt o f th e  c o m p a n y’s  la rg e  la n g u a g e  
m o d e ls . (LLMs )

A Sa m p le  Ca s e . 
Op e n AI & NOYB



Ca m e  fro m  a  g o o g le  re s e a rc h  p a p e r c a lle d  “Atte n tio n  is  a ll yo u  n e e d ” –  p u b lis h e d  in  
Ad va n c e s  in  Ne u ra l In fo rm a tio n  Pro c e s s in g  Sys te m s  30  (NIPS 20 17)  -  As h is h  Va s wa n i e t a l... 

It  b a s ic a lly c re a te d  th e  tra n s fo rm e r a rc h ite c tu re  –  i.e . GPT, Ge n e ra t iv e  Pre - Tra in e d  
Tra n s fo rm e r. 

Th e  tra n s fo rm e r re lie s  p rim a rily o n  w o rd  e m b e d d in g s  (wh ic h  g ive  th e  m e a n in g  o f e a c h  
w o rd )  a n d  t h e  a t t e n t io n  m e c h a n is m  (wh ic h  g ive s  s t ru c t u re  o f t h e  t e xt ) . 

In  s h o rt, it’s  a  te c h n o lo g y a n d  ALL te c h n o lo g y c a n  b e  im p le m e n te d  c o m p lia n tly o r n o n -
c o m p lia n tly.

So , w h a t  is  a n  LLM?
Do  I n e e d  t o  u n d e rs t a n d  h o w  it  w o rks ?



Ho w  y o u  u s e  t e c h n o lo g y  d e t e rm in e s  if it  is  
c o m p lia n t  o r  n o t  –  GDPR s t ill a p p lie s

GDPR LLM c o n s id e ra t io n s  ( e xa m p le s )

Ac q u ire  Fa irly Is  Fa ir No tic e  p ro vid e d .

Sp e c ific  Pu rp o s e Is  th e re  a  h u m a n  o ve rs ig h t. 

Da ta  Min im is a tio n Ch o o s e  a n  LLM th a t d o e s n ’t s to re  p ro m p ts .

Qu a lity/ Ac c u ra c y Pre ve n t h a llu c in a tio n s  fro m  b e in g  p o s s ib le . 
Ch o o s e  u s e  c a s e  c a re fu lly. Is  th e re  tra n s p a re n c y.

Re te n tio n / Sto ra g e  Lim ita tio n Do  I h a ve  a  re te n tio n  p o lic y, is  it  im p le m e n te d .

Se c u re  ( In te g rity a n d  Co n fid e n tia lity) Pre ve n t a c c e s s  to  th e  LLM o f c o n fid e n tia l 
in fo rm a tio n .

Ac c o u n ta b le De s ig n  p riva c y in  fro m  th e  s ta rt , d id  yo u  c o m p le te  
a  DPIA. Is  te s tin g  a n d  m o n ito rin g  s u ffic ie n t.



Priva c y b y De s ig n  –  DPIAs  a lwa ys  n e e d e d  –  GDPR p rin c ip le s  s till a p p ly

Te c h n ic a l Ap p ro a c h e s  fo r AI im p le m e n ta tio n .

Me th o d s  fo r re d u c in g  th e  n e e d  fo r a  t ra in in g  s e t
• Ge n e ra l Ad v e rs a ria l Ne t w o rks  (GAN)  –  Ge n e ra tin g  Syn th e tic  Da ta

Me th o d s  fo r p ro t e c t in g  p riv a c y  with o u t re d u c in g  th e  d a ta  s e t.
• Diffe re n t ia l Priv a c y
• Ho m o m o rp h ic  En c ry p t io n  

Me th o d s  fo r s o lv in g  t h e  b la c kb o x e ffe c t
• Exp la in a b le  AI ( XAI)  
• LIME –  Lo c a lly In te rp re ta b le  Mo d e l Ag n o s tic  Exp la n a tio n s .

Pra c t ic a l & Te c h n ic a l 
Ap p ro a c h e s



Q&A



Th a n k  Yo u !
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