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From - “Privacyi1s Dead”
To - “Privacyi1s Paramount”

The Implications ofthe AIRevolution
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Growing Enforcement & Growing Global
Importance
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At the cusp ofa surge in demand for privacy software for SMEs due to increased breaches, fines and
DSARs,51% of UKSMEs had breach in 2022

It’s NOT allabout fines — for B2Bcompanies in the SMEspace,you now need to demonstrate compliance
to win business
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EU Al Act

- Riskbased approach
- Prohibited AL Social Credit Scoring, Purposefully Manipulative techniques,Untargeted scraping offacialimages.
- High Risk

* Criticalinfrastructures (e.g.transport),

e Safetycomponents ofproducts (e.g. Alapplication in robot-assisted surgery);

* Employment, workers

e lawenforcement

* Administration ofjustice

* AILBIOMETIRC IDENTIFIC ATION

- Obligations
* Adequate riskassessment and mitigation systems;
* High quality ofthe datasets feeding the system to minimise risks and discriminatory outcomes;
* logging ofactivity to ensure traceability of results;
* (Clearand adequate information to the user;
* Appropriate human oversight measures to minimise risk;
* High levelofrobustness,security and accuracy.

« Upto 7%ofglobalturnover — designed to work hand in hand with the GDPR.
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ASample Case.
Open Al & NOYB

ORE === Q
CAREERS FUTURE HUMAN M = NOYB Arg um € nt -

siliconrepublic TECHNOLOGY

“‘ChatGPTkeeps halluicmating - and not even OpenAl
hatGPT's s ‘hallucinations’ can stop it. ” - noyb.eu

OpenAl faces fresh EU troubles
over C

Complaint filed - NOYBis now asking the Austrian
— oo data protection authority (DSB) to investigate
"“2 OpenAls data processing,and the measures taken to
@g ensure the accuracyofpersonaldata processed in
the context ofthe company’s large language

work is more than acall of duty

Sl w models. (LIMs)

_~ ndMe faces UK and Canadia
probe o dtb ach
“’\v
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So,whatis an ILIM?
Do Ineed tounderstand how 1t works?

Came from a google research papercalled “Attention is allyou need”— published in
Advances in Neuralhformation Processing Systems 30 (NIPS 2017) - Ashish Vaswanietal..

It basically created the transformerarchitecture — i.e. GPT, Generative Pre- Trained
Transformer.

The transformerrelies primarily on word embeddings (which give the meaning ofeach
word) and the attention mechanism (which gives structure ofthe text).

In short,it’s a technology and AlLtechnologycan be implemented compliantly ornon-
com p liantly.
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How you use technology determines if it is
compliant ornot— GDPRstillapplies

GDPR IIMconsiderations (examples)

Acquire Fairly Is Fair Notice provided.

Specific Purpose Is there a human oversight.

Data Minim isation Choose an IMthatdoesn’t store prom pts.
Quality/Accuracy Prevent hallucinations from being possible.

Choose use case carefully.Is there transparency.
Retention/Storage Lim itation Do Thave a retention policy,is it mplemented.

Secure (Integrity and Confidentiality) Preventaccess to the IMofconfidential
inform a tion.

Accountable Design privacy in from the start,did you complete
a DPIA.Is testing and monitoring sufficient.
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Practical& Technical
Approaches

Privacy by Design — DPIAs always needed — GDPRprinciples stillapply
Technical Approaches for Alimplementation.

Methods forreducing the need fora training set
* General Adversarial Networks (GAN) — Generating Synthetic Data

Methods for protecting privacy withoutreducing the data set.
* Differential Privacy
* Homomorphic Encryption

Methods for solving the blackbox effect
 Explainable AI(XAI
« IIME- Iocally Interpretable Model Agnostic Explanations.
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